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Functional Overview

System Description

The system aims to encode a sound sample into an MP3 file format, which will then be encrypted via hardware and software collaboration into an encrypted MP3 file. Only users who own a decryption key will then be able to decrypt the encrypted MP3 file(s) and make use of the MP3 file. Similarly, the operation is inverted and an encrypted MP3 file will be decrypted – via a decryption code – using the same functionality.

There are two potentials of this application. The first one, benefits MP3 file distribution on the web. Current MP3 distributors offer MP3 files for downloading directly from the net for free. Inevitably, this violates copyright laws and causes major losses to the music industry. However, when users obtain an encrypted version of an MP3 file, it would be virtually impossible to decrypt it without a decryption key. Thus, the distributor can sell the decryption key and maintain copyright laws.

The other emphasis is the creation of a hardware/software platform that boosts the performance of any application that is run over that platform using cooperative hardware/software components also known as re-configurable computing.

The following section details the walkthrough of the target system.

System walkthrough

Sample encoding

Encoding process starts by feeding the encoder a sound sample – possibly WAVE format or an artificially generated sample – which will undergo certain changes to qualify for MP3 format conversion. It is known that an MP3 format is a compressed format, so the encoding process handles conversion and compression of the sound sample. The encoded sample will be kept in temporary memory (RAM) for immediate use by the next phase; authentication.

Authentication

Aims to ensure an MP3 has not been tampred with so that an MP3 player acknowledges that the considered MP3 file being played back belongs to and only to the individual who bought the decryption key. In other terms, this process will affix measures and structures to an MP3 file that authenticates the MP3 to the owner only. Thus prohibiting MP3 copying on Compact Discs which can be distributed using available CD-Writers in the market. 

Encryption

Considered the core of the application’s operations, which – as its name suggests – will encrypt the MP3 file using hardware/software collaboration ensuring maximum security of the MP3 file by using the widely available encryption algorithms available. On the emphasis of re-configurable computation, this process may incorporate two different strategies. Either by using stream encryption so that a ready MP3 sample stored in the RAM is encrypted as soon as it is authenticated, which ensures that no memory access could be performed – for example, by a hacker - to a ready MP3 file stored in the RAM. The other strategy, which is a simpler one, is by storing the MP3 file in the local hard disk, and then encrypting it. Although the first method seems more secure, it may have drawbacks. First of which might be the iterative process of encryption that involves slower response time, overhead management , decrease in system throughput and most probably the complexity in implementation.

Storage

After a successful encryption, the encrypted version of the MP3 file will be written to the local storage capability for distribution. Referring back to the web distribution, users can download this encrypted file and then decrypt it via their own purchased decryption key.

Decryption

Decryption process will have a similar functionality as the encryption process. Again, this could be down by streaming the encrypted file to the RAM and decrypting it until a full decryption of the file is complete. Then, the data – MP3 file – will be written back to the local storage of the host machine for personal use.

Re-configurable computing considerations

The use of additional hardware component in the system is the most vital part of the system, in which the goal is to boost such an application’s performance by comparing its performance to software only mode. The intention is to subdivide the overall task of coding/decoding and encryption/decryption of MP3 files onto both a general purpose processor and a special purpose hardware component – FPGA chip in this case – aiming to speed up application response time considerably. The use of MP3 file coding/decoding and encryption/decryption is only an example of the array of applications that can be used for such objectives, and opens a new horizon in development considerations.

The block diagram below illustrates the description of the system above.
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FIGURE 1 System Overview
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